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Clean 93.04 0 0
PGD-AT 84?54 55.11 48.91
TRADES 83.22 58.51 54.97
MART 82.14 59.57 55.39
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Figure 4: Learning curves for FGSM adversarial training plotting the training loss and error rates
incurred by an FGSM and PGD adversary when trained with zero-initialization FGSM at e = 8 /255,

depicting the |catastrophic overfitting|where PGD performance suddenly degrades while the model

overfits to the FGSM performance.

X E2. Understanding and Improving Fast Adversarial Training. NeurlPS 2020.

BEEE%:
YFGSMIK
HIEEEE

B

—-— Standard: FGSM acc.

. |
—+— FGSM AT: FGSM acc. !
—— FGSM AT: PGD acc. 1
o —+— PGD AT: FGSM acc. :
—— PGD AT: PGD acc. [l

Adversarial accura

SPGDIYTE S
PRI EE

N
o

Adversarial loss
-
&

-
o

o u

—+— Standard: FGSM loss
—— Standard: PGD loss
=+ FGSM AT: FGSM loss
—— FGSM AT: PGD loss
—+— PGD AT: FGSM loss
—— PGD AT: PGD loss

0

|-

5

10

15
Epoch

20

N

—+— Standard: cos(VL(x), VL(x + 1))
—— Standard: cos(8rssm. Orop)

=+ FGSM AT: cos(VL(x), VL(x + 1))
—— FGSM AT: cos(6rgsm. Opcp)

—+— PGD AT: cos(VL(x), VL(x +m)
—— PGD AT: cos(6rcsm, Grep)

0 5 10 20 25 30

15
Epoch

Figure 4: Visualization of the training process of standardly trained, FGSM trained, and PGD-10 trained
ResNet-18 on CIFAR-10 with ¢ = 8/255. All the statistics are calculated on the test set. Catastrophic overfitting
for the FGSM AT model occurs around epoch 23 and is characterized by a sudden drop in the PGD accuracy, a
gap between the FGSM and PGD losses, and a dramatic decrease of local linearity.
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Training results on clean examples
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Test results on adversarial examples
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